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MEMORANDUM FOR: Assistant Deputy Director for Support 


SUBJFCT ff dated 10 June 1971 


1. This memorandum contains a recommendation for 
your approval; such recommendation is contained in paragraph 4. 


2. Inour EOD security briefings, we are not only covering 
in depth the CIA policies and procedures contained in subject 
Notice but other facets of security and intelligence as well. We 
find that oral presentations and pertinent illustrations have been 
most effective in dramatizing the need for security in the protec- 
tion of classified information and intelligence sources and methods. 


3. We have been in touch with the Office of Personnel, and 
it was generally agreed that this Office should continue to stress 
the principles cited in subject Notice as part of the FOD security 
briefing. 


4. We recommend, however, that the Handbook 
be amended at an appropriate time to cover those items in the 
Notice not covered in the Handbook (release of information to the 
public and the Congress). The older employees need to be 
reminded periodically of their security obligations as set forth 
in the Notice. 


oward J.- rn 
Director of Security 
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The recommendation contained in paragraph 4 is approved: -. 
Please draft the necessary paragraphs for| —_—jand forward to D/Pers. 


{ty - at eesan Peers 
Robert S. Wattles 
Assistant Deputy Director 
for Support 
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Note to D/Pers: "Please follow up with the Director of Security." 
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DD/S 71-2499 


MEMORANDUM FOR: Director of Security 


SUBJECT : [ __|aetea 10 June 1971 


1. The substance of the subject Notice obviously is not of one-time 
concern. While in the press of the moment we have iesued it as a Notice, 
I think it would be well if, with the Director of Personnel, you considered 
a way of ensuring that all new employees are made aware of their responsi- 
bilities. Further, i prebably ought to be included in the Employee Conduct 
Handbook in order that we all be reminded on a regular basis of our responsi- 
bilities in the handling of classified information. 


2. The SSA-DD/S has been in touch with Mr.[____| OP, regarding = 5, 
the inclusion of the Notice in the EOD briefing, but I'm not gure whether it 
should be part of the documentation that Personnel aeks the new employees 
te read or whether it should be part of the Security briefing. 


(Sf Dichark'S, Wotttas 
Robert S. Wattles 
Assistant Deputy Director 
for Support 


ce: Director of Personnel 
SSA-DD/S 
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This Notice Expires 1 June 1972 
SECURITY 


DISCLOSURES OF CLASSIFIED INFORMATION 
AND’ COORDINATION AND CLEARANCE OF OFFICIAL STATEMENTS 


. REFERENCES: . 


' " RESCISSION: dated 17 February 1971 


1. The President is concerned over disclosures in the public 
media of classified information bearing upon important aspects of 
national security, particularly those disclosures that may jeopardize 
intelligence sources and methods. He has directed that immediate 
Steps be taken to ensure that existing regulations. and procedures 
designed to safeguard classified information be strengthened where 
necessary. 


2. The Director of Central Intelligence as Chairman, U.S. 
Intelligence Board (USIB), recently issued detailed guidelines to 
all USIB members covering disclosures. Each member organization, 
including the Central Intelligence Agency, is to review its existing 
regulations and procedures and impress on all concerned the necessity 
to abide by them. The Director of Central Intelligence has statutory 
responsibility for the protection of intelligence sources and methods, 
which include clandestine agent operations and technical collection 
systems. Unauthorized disclosures in these areas could result in the 
compromise of agent personnel or enable the opposition to take effective 
countermeasures. 


3. CIA policies and procedures governing the control and dissem- 
ination of classified information are fundamentally sound. It is 
essential, however, that all employees be fully aware of these policies 
and procedures and adhere to them. Those of particular importance are 
set forth below. 


a. The Assistant to the Director is responsible for the 
coordination within the Agency of responses to inquiries from 
representatives of public information media, and all such in- 
quiries will be referred to him. 


b. Agency employees will have no contact with represent« 
.atives of the public information media for the purpose of 
furnishing information without the peace approval of the 
Assistant to the Director. 
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ae ,¢. All public requests for information under Public” 
' Law 90-23, "Freedom of Information Act," are to be re- |. 
ferred to the Assistant to the Director for action. caret 


d. Public statements, press releases, and official 
external communications concerning matters in which the — , 


» '» President has a known or likely interest or which have 


broad policy implications must be submitted to the 
': Executive Director-Comptroller for clearance by the White 
House prior to release. 


‘ 


e. The Executive Director-Comptroller or the Deputy 
-. Director concerned will review all requests for unofficial 
‘ public appearances and for permission to publish to ensure 


iv{as that classified information is not disclosed. 


f. Each employee is responsible for protecting official | 
data from unauthorized disclosure. (Official data is de~ ..' 
fined as all information--classified or unclassified--re- ~~ 
ceived, compiled, or created by the Central Intelligence 
Agency. Personal copies of unclassified personnel papers 
are excluded.) . Official data in Agency files will not be 
copied or removed from the files for release outside the 
. Agency except by those officials who have been authorized 
-.'to do so by the Director, either personally or through the 
-chain of command. Within the Agency, official data will be 
_ disclosed only to those employees whose duties require them 
to have access to it (need to know) and who have the appro- 
- priate clearances. 


g. Any employee having knowledge of an unauthorized 

disclosure of classified information must report it promptly 
to the Director of Security, who, in coordination with the, 
appropriate Deputy Director or the Executive Director-Comp- 
troller, will determine the steps to be taken to limit the 
'- extent of the damage and to identify the person responsible 
”. for the unauthorized disclosure. The Director of Security 

_ will also provide prompt notification, as appropriate, to 

.all official recipients of the information that an unauthorized 
. ‘disclosure has occurred, together with his recommendations for 
' Yemedial actions — ee es 
‘ ye. att ; é : ‘ 7 it ; eke : oc, 7 7 
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h. All employees are admonished to omit from social 
-.. conversation any suggestion that their insights on matters 
ee SO national security or on foreign affairs in general are 
"chased on privileged information. They also should take 
-‘eare to avoid implying, in any way, that the positions they 
take for or against announced national policies are supported 
‘by privileged information. 


See 4. The Director, in carrying out his statutory responsibility 
.-? for the protection of intelligence sources and methods, is prepared 

,5 to take strong disciplinary action against any employee who jeop- na 
, °° ardizes the security of those sources and methods through unauthorized oe 
".. diselosure of classified information. eee oe eo 
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